KnbepbesonacHocTb B ceT " NIHTepHeT"

NHdopMaLMoOHHasa NamMsATKaA
AN HecoBepLLUeHHOJIETHUX Mo BonpocamM Knubepb6e3onacHOCTU
B ceTn «/IHTepHeT»

KOMI'IbIOTepHI:Ie BUPYCbI_

KoMMNblOTepHbIA  BUPYC - 3TO Pa3HOBUAHOCTb KOMMbBIOTEPHbIX MPOrpamMM, OT/IMYUTENbHOM
0COBEHHOCTBIO KOTOPOM ABAAETCA CMOCOBHOCTL K Pa3MHOXEHWIO (KONMMPOBaHMID). B gononHeHne K
3TOMYy, BMPYCbl MOTYT MOBPeAUTb WAN MOAHOCTBIO YHUUTOXUTb BCe alnbl U AaHHble,
NOAKOHTPO/IbHbIE MOb30BaTeNt0, OT MMEHM KOTOPOro 6bina 3anyLeHa 3apaxEHHas nporpamMma, a
TaKXe NMOBPeAnUTb NAN AaXe YHUUTOXMUTb OMepaumOoHHYI0 cucTeMy co Bcemn danamu B Lenom. B
60/bLUMHCTBE C/ly4aeB PacnpoOCTPAHAIOTCA BUPYChl Yepes MHTEPHET.

MeToAbl 3aLMTbl OT BPEAOHOCHbIX NPOrpamMmm:

1. Wcnonb3yin coBpeMeHHble OrnepauyioOHHble CUCTEeMbl, UMEeIoLLMe CepbE3HbIA YpOBeHb
3aLUMTbl OT BPeJOHOCHbIX MPOrpamm;

2. ToCTOAHHO YyCTaHaBAMBal natyn (UMPpoBbIe 3anmnaTky, KOTopble aBTOMAaTUYeCKU
YCTaHaB/MBAOTCA C Lenblo A0opaboTky MporpaMmbl) M Apyriie O6HOBAEHUS CBoei
onepaLmoHHON cncTembl. CkavmBai UX TOIbKO € opuLmanbHOro canta paspabotymka OC.
Ecnn cywecTByeT pexumm aBTOMaTM4eCckoro 06HOBNEHWS, BKIKOUN €ro;

3. Pab6oTall Ha cBOEM KOMMbIOTEPE MOJ NpaBamu NoAb30BaTeNs, @ He afMUHNCTPaTopa. ITO
He MO3BOAUT 6OMbLUMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTa/IMPOBAaTbCA Ha TBOEM
nepcoHaibHOM KOMIbloTepe;

4. Vcnonb3yin aHTUBUPYCHble MPOrpaMMHble MPOAYKTbI M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTnyeckM obHoBeHeM 6as;

5. OrpaHuyb Gun3nYecKnii 40CTyN K KOMMbIOTEPY ANA MOCTOPOHHUX NINLL;

6. Vcnonb3y BHelwHWe HocuTenu MHbopmMaumu, Takme Kak dnewika, guck man damn n3
NHTepHeTa, TOJIbKO N3 NMPOBEPEHHbIX MCTOYHWKOB;

7. He oTKpbIBali KOMMNbIOTEPHbIE Gaitbl, NONYYEHHbIE U3 HEHAAEXHbLIX UCTOYHMKOB. Jaxe Te
dalinbl, KoTOopble NpUCcNan TBOM 3HAKOMbIN. Jlyylle yTOUHW Y Hero, OTNPaBAsa 1 OH Tebe
nX.

Cetnn WI-FL_

C nomoubto WI-Fi MOXHO Nofy4nTb 6ecnaaTHbI MHTEPHET-A0CTYN B 06LLeCTBEHHbIX MecTax: kade,
OTensiX, TOProBbIX LEeHTpax W asponopTax. Tak Xe ABASeTCH OTANYHOM BO3MOXHOCTBH BbIXOJa B
WHTepHeT. HO MHOrMe 3KkCmepTbl cyYMTarOT, 4uTo obulegoctynHble WiFi ceTm He saBnswTCA
6e3onacHbIMU.

CoBeTbl No 6e3onacHOCTY pa6oThbl B 06LLea0cTyNHbIX ceTAX Wi-fi

1. He nepegaBain cBOIO NYHYIO MHPOpMaLMIO Yepes obLiesocTynHble Wi-Fi ceTn. PaboTas B
HUX, XeflaTe/IbHO He BBOAWUTL Mapon AOCTyNa, IOTMHbI 1 Kakne-To HOMepa;

2. Wcnonb3yh n obHOBASAK aHTUBUPYCHble MNpPorpaMMbl U 6paHAmaysp. Tem cambiM Thbl
obe3sonacuLb cebs OT 3aKauky BUPYCa Ha TBOE YCTPOCTBO;

3. Mpwu ncnonbsoBaHun Wi-Fi oTkaoum dyHkUmo «O6LWMiA focTyn K danam 1 NpuHTEpam».
JanHas GyHKUMSA 3aKpbITa N0 YMONYAHMIO, O4HAKO HEKOTOPbIE MOb30BaTeN akTUBMPYIOT
eé Ang yA06CTBa NCNOMb30BaHWA B paboTte nnu yyebe;

4. He ncnonb3syi nybnnyHbeli WI-FI ana nepegayn nnyHbIX JaHHbBIX, HANpUMep, 415 BbIXOAA B
couManbHble CeTU VW B 3N1EKTPOHHYIO NOYTY;

5. Wcnonb3yi ToNbKO 3alymLLeHHoe coednHeHne Yyepes HTTPS, a He HTTP, T.e. npn Habope
Beb-ajpeca BBOAN MMEHHO «https://»;


https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx

6. B Mob6bunbHOM TenedoHe oTkaoun GyHKUMo «MNogkntoveHve Kk Wi-Fi aBTomatmnyeckmn». He
J0nycKal aBTOMaTM4eCckoro NoAKIKYeHNs YCTponcTBa K cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTn

CoumanbHasi CeTb - 3TO CaliT, KOTOPbIA NPeAOCTaBAAeT BO3MOXHOCTb JIFOAAM OCYLLLeCTB/ATb 06LLEeHMe
MeXzy COboli B MHTepHeTe. Yallle BCero B HUX A KaXA0ro YenoBeka BblAeNseTcs CBOsSt INYHas
CTPaHW4YKa, Ha KOTOPOM OH yKa3biBaeT O cebe PasnNuUHyd MHGOPMALMIO, HauMHas OT MIMEHU,
dbaMunMm 1 3akaHumBas AUYHbIMK GoTorpadusMu. MHorme Mosib30BaTeM He MOHUMAKT, YTO
NHPOPMaLMS, pa3MeLLieHHast UMW B COLMaNbHBIX CETAX, MOXET 6bITb HallZeHa 1 1CNo/b30BaHa Kem
YroZHO, B TOM UMC/e He 0653aTe/IbHO ¢ 61arMm HamepeHUSMU.

OCHOBHbIe COBeTbI N0 6€30NaCHOCTN B COLiMA/IbHbIX CETAX:

1. OrpaHuyb CNMCOK Apy3eli. Y Tebs B Apy3bsaX HE AO/HKHO 6bITb CyYalHbIX Y HE3HAKOMbIX
nwojen;

2. 3awmuiai CBOK YaCTHYH XM3Hb., He ykasbiBal naponu, TenepoHsl, agpeca, AaTy TBOEro
POXAEHWS 1 APYTYHO TNYHYI MHPOPMALMIO. 310YMbILLIEHHWKM MOTYT UCMO/b30BaTh Jaxe
NHPOPMaLIO O TOM, KaK Thbl M TBOU POAUTENN MAAHMpPyeTe NPOBECTU KaHWKYbI;

3. 3awwmwali cBOK penyTauumio - JepXn ee B YACTOTE W 3ajaBail cebe BONpPOC: XoTen 6bl Thl,
YTOGbI Apyrie Nofb30BaTeNn BUAENW, UTO Thbl 3arpykaeLlb? Mogymarii, npexae 4em 4To-To
onybnnKoBaTb, HaNMcaTb 1 3arpy3nThb;

4. Ecnuv Tbl roBOpULLb C NHOABMU, KOTOPbIX HE 3Haellb, He UCMOb3yl CBOe peasbHoe UMS U
APYTYO TNYHYIO MHOOPMaLMN: MSI, MECTO XUTENbCTBA, MeCTO yuebbl 1 npoyee;

5. WN3beran pa3melleHns dotorpaduin B VIHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTU, MO
KOTOPOV MOXHO OMnpeaenTb TBOe MeCTOMNONOXEHNE;

6. lpwn perncTpauun B COUMaNbHOM CeTUM HeobXOAMMO WCMOb30BaTb COXHbIE Maposu,
cocTosiLme U3 6ykB 1 LUdp 1 C KOAMYECTBOM 3HAKOB He MeHee §;

7. [na counanbHOW ceTw, MouYThl U APYrMX CaiToB HeO6XOAMMO WCMOAb30BaTb pasHble
naponun. Torga eciu Tebs B3/10OMalOT, TO 3/0YMbILIEHHUKMA NOAy4YaT AOCTYM TOJIbKO K
OZHOMY MeCTy, a He BO BCe Cpasy.

DNeKTPOHHbIe AeHbrN

3J'IEKTp0HHbIe AeHbI'M — 3TO O4Y€eHb yAO6HbII7I crnocob nnatexen, O4HaKO CyLLeCTBYHOT MOLUEHHWKN,
KOTOPbIE XOTAT NONYYUTb 3TN AEHBIN.

3J'IEKTp0HHbIe A€HbI'M NoOABUINCb COBCEM HEeAaBHO N MMEHHO M3-3a 3TON0 BO MHOIMX rocygapcreax
40 CX NOop HE NMPOonncaHo NpPo HNX B 3aKOHax.

B Poccun xe OHW GYHKUMOHUPYHOT MU O HUKX YXKe MPOMnMCaHO B 3aKOHe, FAe WX pasfenstoT Ha
HeCcKONbKO BUAOB - aHOHVIMHbIE U He aHOHMMHble. PasHMLA B TOM, YTO aHOHVMHbIE - 3TO Te, B
KOTOPbIX pa3peLlaeTcs MpoBOAUTL onepaumn 6e3 uAeHTUPMKALMW MoNb3oBaTens, a B He
AHOHUMHbIX NAEHTNOMKALIMN NONb30BaTeNs ABASETCH 0653aTeIbHOM.

Takxe cnefyeTt pasindatb 3NEeKTPOHHbIE (I)I/IaTHbIe AEHbIN (paBHbI rocygapCrBeHHbIM BaNtoTam) v
SNIEKTPOHHDbIE Heq)I/IaTHbIe AeHbrn (He PaBHbI TOCYAapPCTBEHHbLIM Ba/ItOTaMm).

OcHOBHbIe coBeTbl N0 6e30MacHOV pa6oTe € 31eKTPOHHbLIMW ieHbraMm:

1. MpuBsaxun K cyety MO6WUbHbIA TenedpoH. 3TO CaMblil YAOOHBLIA N BbICTPLIA CMOCO6
BOCCTAHOBUTb JOCTYN K cyeTy. [pmnBA3aHHbIN TenedoH NMOMOXeT, ecnn 3abyjellb CBOW
nNaTexHbl Naposb UK 3alijellb Ha CalnT C HE3HAaKOMOro YCTPONCTBa;

2. Wcnonb3yl ogHopasoBble naposun. Mocine nepexofa Ha YCWIEHHYHO aBTopu3aunto Tebe
yXe He byAeT yrpoxaTb ONacHOCTb KPaXu AN NepexBaTa NAaTexHOoro napons;



3. Bblbepu cnoxHbIN naponb. MpectynHMkam ByaeT He NpoCTo yrajaTb CAOXHbIA Naposb.
HageXHble naponn — 3TO Naposiv, KOTOpble CoAepXaT He MeHee 8 3HaKOB W BK/IKOYAlOT B
cebs CTpOYHble 1 NPOMUCHbIe BYKBbI, UNOPbI M HECKOABKO CMMBOJIOB, Takme Kak 3Hak
ponnapa, dyHTa, BOCKAMLaTeNbHbIM 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOM INYHbIE JaHHbIE Ha CaliTax, KOTOPbIM He JoBepseLlb.

dneKTpOHHasA noyTta

DNeKTPOHHAas NoyTa — 3TO TEXHOIOTUS 1 NPeSOCTaBAAeMbIe €+ YCIYTU MO NepechlIKe N MOAYYeHUHO
3/IEKTPOHHbIX  COODOLLEHNA, KOTOpble pPacnpesensTcs B KOMMbHOTepHon cetn. O6bIYHO
3/TEKTPOHHbIV MOYUTOBbLIN ALUMK BbIFISANT C1eAYHOLLMM 06pa3oM: NMS_NO0/b30BaTeNs@MSA_A0MeHa.
Takxe Kpome nepeAayumn NPOCToro TeKCTa, MMeeTcsi BO3MOXHOCTb NepeAaBaTth Gpaiibl.

OcHOBHbIe coBeTbl N0 6e30nacHolVi pa6oTe € 3/1IeKTPOHHOW NOYTOM:

1. Hapo BbI6paTb MpPaBWUIbHbIM MOYTOBLIA cepBUC. B VIHTepHeTe ecTb OrpOMHbIA BbI6Op
6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Jydlle AOBepsATb TeM, KOro 3Haellb U KTO
nepBbIl B penTuHre;

2. He ykasbiBali B /MYHOM MnouTe NNYHYHO MHOpmMmauMio. Hanpumep, nydiwie BbIOpaThb
«MYy3bIKanbHbIV_paHaT@» nan «pok2013» BMecTo «Temal3»;

3. Wcnonb3yi AByxaTanHyo aBTOpM3aLMio. 3TO KOrga NoOM1UMO Naposis HyXXHO BBOAUTL KOZ,
npuvcbinaemMslii no SMS;

4. Bblbepu CNOXHbIV Naponb. 118 KaXA0ro NoOYTOBOrO ALLMKA JOKEH 6bITb CBOM HAAEXHbIN,
YCTOWYMBLIN K B3/10OMY Mapo/ib;

5. Ecn ecTb BO3MOXHOCTb HamucaTb CaMOMy CBOW NINYHBIA BOMPOC, WCMOAb3YA 3Ty
BO3MOXHOCTb;

6. Wcnonb3yin HeCKONbKO MOYTOBbLIX SALWWMKOB. [lepBbld ANA  YacTHOW Mepenmnckn
ajjpecatamu, KOTOPbIM Tbl JoBepsiellb. ITO 3NeKTPOHHbIA aApec He Haj0 WUCNOo/b30BaTb
npwv perncTpaummn Ha popymax n camntax;

7. He oTkpbiBait painbl 1 Apyrne BNOXEHUSA B NMUCbMax Jaxe eciy OHW MPULLAN OT TBOWX
Apy3eii. Jlydlle yTOYHW Y HUX, OTNPaBAaan v oHW Tebe 3T darinbl;

8. [locne okoHYaHWA paboTbl Ha MOYTOBOM CepBUCe Nepe/ 3akpbiTeM BKIAAKM C CaiTOM He
3abysb HaXaTb Ha «BbITU».

Kn6ep6ynnvHr nnmn smpTyanbHoe UsgeBaTe/ibCcTBO

Kn6epbynnvHr — npecnefoBaHve COOBLUEHNSIMK, COZepPXaLUMMN  OCKOPBIeHUs, arpeccuto,
3anyrvBaHve; XyJMraHcTBoO; CoumanbHoe 6OMKOTUPOBAHME C MOMOLLBIO Pa3NYHbIX UHTEpHeT-
CEepBUCOB.

OcHoOBHbIe coBeTbl N0 60pbbe ¢ KN6ep6yNNNHIoOM:

1. He 6pocarica B 60i. Jly4umin cnocob: MoCcoBeTOBaTLCS Kak cebst BeCTU U1, eC/In HeT TOro, K
KOMY MOXHO 06paTUTbCs, TO BHauajse YCNoKoUTbCA. Ecnu Tbl HauHellb OTBeYaTb
OCKOPOBJIEHNAMN Ha OCKOPBEeHNS, TO TOJIbKO eLle 60bLUe pa3odxdKellb KOHGANKT;

2. ¥Ynpasnsaii cBoel kKnbeppenyTtauues;

3. AHOHWMHOCTb B CeTU MHUMas. CyLLeCcTBYIOT COCO6bl BbIACHUTL, KTO CTOUT 38 aHOHUMHbIM
aKKayHTOM;

4. He cTOUT BECTU XYMTaHCKNA 06pa3 BUPTYaNIbHOM XU3HU. VIHTepHeT duKcMpyeT BCe TBOU
AeNCTBUSA N COXPaHSAET UX. YAanuTb UX byaeT KpaiHe 3aTPyAHNTENBHO;

5. Beaw cebs BexnnBo;

6. WrHopupyin efuvHWYHbIA HeraTue. O4HOpPa30Bble OCKOPOUTE/IbHbIE COOBLLEHUA yylle
nrHopmpoBatb. O6bIYHO arpeccus NpekpaLLaeTcs Ha HaYvanbHOM CTaguu;

7. baH arpeccopa. B nporpamMmax 0bmMeHa MrHOBEHHbIMYK COOBLLEHUAMU, B COLMANbHBIX
CeTsAX eCTb BO3MOXHOCTb 6/10KMPOBKM OTNPAaBKX COOBLLEHNIA C onpejeNieHHbIX aApecos;

8. Ecan Tl cBUgeTenb knbepbynavHra. TBom AelicTBMS: BbICTYNNTb NPOTMB NpeciefoBaTtens,
noKasaTb eMy, UTO ero AeCTBNSA OLEeHNBAKOTCA HeraTMBHO, NOAJLEPXKaTb XePTBY, KOTOPOW



HYy>XHa MCMxonormyeckass MoMoLlb, COOBLNTL B3POCAbIM O ¢akTe arpeccrBHOMO
noBejeHVs B CETU.

Mo6unbHbI TenegpoH

CoBpeMeHHble CMapTPOHLI U MAaHLLETLI COAePXaT B cebe BNoMHe B3pOC/bIA GyHKLMOHAN, U Tenepb
OHWM MOTYT KOHKYPUPOBATb CO CTAUMOHApHbIMU KOMMbOTepaMn. OAHAKO, CPeACTB 3allinThl ANS
NOAOHGHbLIX YCTPOMCTB MOKA 0YeHb Masio. TeCTUPOBaHME N MONCK YA3BMMOCTEN B HUX MPOUNCXOAUT He
TaK MHTEHCUBHO, Kak angd MK, To e camoe KacaeTcs M MOBUAbHLIX MPUAOXEHWIA.

CoBpeMeHHble MObUbHbIE Bpay3epbl yKe MpakTUYecku AOrHanan HacTO/ibHble aHanorv, OAHaKo
pacwmpeHne GyHKLMOHA A BAeYeT 3a C0H60i 60bLUYH CNOXHOCTb M MEHbLLYHO 3aLUMLLEHHOCTb.

Jlaneko He BCe MPOM3BOAUTENN BbIMYCKAOT 06HOBEHNS, 3aKPbIBAOLLME KPUTUYECKME YA3BUMOCTH
NS CBOUX YCTPOWCTB.

OCHOBHbI€e COBeTbI AJ1s1 6€30NacCHOCTN MO6UNBLHOrO TeniepoHa;
1. Byab ocTopoxeH, BeAb Korja Tebe npeasaratoT 6ecrnaaTHbI KOHTEHT, B HEM MOTYT 6bITb
CKPbITbI KaKmMe-To niaTHble yCIyru;
2. [Aymaii, npexge Yem oTnpaBnTb SMS, $OTO MK BUAEO. Thl TOYHO 3HaELLb, FAe OHN ByAyT B
KOHeYHoM mntore?
HeobxoaMo 06HOBASATL OMepPaLMOHHYI0 CCTEMY TBOEro CMapTPOHa;
Mcnonb3yii aHTUMBUPYCHbIE MPOrpaMMbl AN MO6U/BHBIX TeNnedOHOB;
5. He 3arpyxail npuaoXeHns OT HEM3BECTHOro WCTOYHUKA, Befb OHW MOFYT COoAepXaTb
BpeAOHOCHOe NporpaMmMHoe obecrneyeHue;
6. [llocne TOro Kak Tbl BblAJELb C CailTa, rge BBOAWMI NNYHYO WHPoOpMauuMio, 3alan B
HacTpowkun bpaysepa 1 yaanu cookies;
7. Tleprnoanyeckn NpoBepsii Kakme nnatHble yCnyrn akTUBUPOBaHbI Ha TBOEM HOMepe;
8. [laBali cBOM HOMep MOBUALHOrO TeflepoHa TONLKO NOASM, KOTOPbIX Thl 3HAELlb 1 KOMY
JoBepsellb;
9. Bluetooth gomxeH 6bITb BbIK/IHOYEH, KOrAa Thbl UM He Nofb3yellbcs. He 3abbiBalt MHOrAa
NpoBepsiThL 3TO.

AW

DULLMHT U KPaXKa INYHbBIX AaHHbIX
FnaBHas  uenb  GUWWHM-BUAa  VIHTepHeT-MOLUeHHMYecTBa,  COCTOMT B MOAyYeHWUU
KOHPUAEHUMANbHBIX AAaHHbIX MONb30BaTeNel — J/IOTMHOB M Mnaponen. Ha aHrAWNCKOM s3bike
phishing untaetca kak pumHr (ot fishing — pbibHas noens, password — naposnb).
OcHoBHbIe coBeTbl No 60pb6e ¢ PULLNHIOM:

1. Cneawn 3a CBOMM akkayHTOM. ECiv Tbl MOAO3peBaeLLb, YTO TBOSI aHKeTa bblla B3/IOMaHa, TO
HeobXxoAMMO 3ab610KMPOBaTb ee 1 COObLLMTL afMUHUCTPATOPaM pecypca o6 3TOM Kak
MOXHO CKopee;

2. Wcnonb3yin 6e3onacHble Be6-CaliTbl, B TOM YMC/e, MHTEPHET-MarasnHoOB M MOMCKOBbIX
cuctem;

3. Wcnonb3yin cnoxXHble 1 pasHble naponu. Takmm obpas3oMm, ecin Tebs B3NOMaroT, TO
3/I0YMbILLAEHHWKM MOAyYaT AOCTYN TONbKO K OAHOMY TBOeMy Mpoduao B CeTU, a He KO
BCEM;

4. Ecnu Tebs B3nomManu, TO HeobXxoAMMO MpesynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
fobaBneHbl y Tebs B Apy3bsiX, O TOM, UTO Tebs B3NOMann 1, BOSMOXHO, OT TBOEro NMeHU
6yfeT paccbinaTbCsa Crnam 1 CCbINKN Ha QULLNHTOBbIE CaThI;

5. YcraHoBM HagexXHbln naponb (PIN) Ha MOBUAbHbIN TenepoH;

OTK/OUM COXpaHeHVe nNapons B bpay3epe;

7. He oTkpbiBaii aiinbl 1 Apyrne BAOXEHUSA B NMMUCbMax Jaxe ecay OHW MPULLAN OT TBOUX

Apy3eli. Jlyylue yTOYHN Y HUX, OTNPaBASAN N OHW Tebe 3Tn ¢alinbl.
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